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BURGLARS ARE USING SOCIAL MEDIA TO TRACK THEIR TARGETS
Most of today’s professional burglars (as opposed to opportunist burglars) have gone hi-tech. They’re using techniques
far more sophisticated than sitting outside properties checking on their occupants’ work and social habits (in other words,
establishing patterns of when the property is going to be left empty).
According to recent research by alarm and doorbell company Friedland, four out of five burglars are now using social
media to track their victims and select possible targets. With one in four people using social media worldwide, it can be
daunting to think that strangers may be watching your profiles. But by looking at how they use it you can protect yourself
from these new tactics.
1. Revealing Posts
Alarm company ADT found that nine out of ten young adults are sharing information that could put their home at risk, which goes to
show how seemingly innocent posts can sometimes cause harm. In fact simply sharing excitement about a holiday could be all the
incentive a criminal needs to consider a trip to your house.
Take for example Jodie Marsh, who was nearly burgled when she began sharing photos from her recent holiday. Thankfully Jodie
was sharing the photos from home, not on the trip itself, so was able to alert the police and scare off the criminals.
2. Social Locations
Most smartphones are now fitted with built-in GPS trackers, which is great when using Google Maps to find your way around. But
with ADT finding that over half of young people are now posting their location or movements on social media at least once a week,
you could be an easy target for a burglar who’s savvy about social media.
Friedland also found that 80% of criminals return to a property a number of times before breaking in. Therefore if they managed to
find you on social media, they could be watching and waiting for the right time to pounce when you’ve gone out for the night, on
holiday or even out for the day.
3. Hidden Picture Data
Did you know that without you even realising it, most digital photos taken
on a smartphone are tagged with what’s known as ‘EXIF data’? You could
be unintentionally sharing the following data with everyone online:
Ÿ Where the photo was taken
Ÿ When the photo was taken
Ÿ The model of camera or smartphone used to take it
Any burglar who knows how to find this information and comes across a
photo online can quite easily grab your home address, making you a
possible victim. Thankfully Facebook and Twitter strip the data and replace
it with their own, but as many websites don’t, you must be careful of not
only what, but where you upload your photos.
4. Image Scans
Google offers a service which allows you to upload an image to its search
engine, then see where else it’s been posted on the net. If you’ve posted a
photo across multiple social networks, a simple search can bring up a list
of your social profiles and give someone an in depth look into your life online.
After scanning images for your real name, a criminal is only a simple
background check away from finding where you live. Surprisingly Google
image scans aren’t the only way that Google can be used as a tool for the
bad, as the Friedland study revealed that 74% of burglars stated that
Google Street View was playing a role in today’s home thefts.

DON’T FORGET THE DATE !
SATURDAY 25TH APRIL 2015
Medway
Neighbourhood Watch Association

CONFERENCE
‘TECHNOLOGY... IN ACTION !’
at
Rainham School for Girls
Derwent Way, Rainham, ME8 OBX
10 a.m. Start (Doors open 9.15 a.m.)

Privacy settings are vital to improving your security online and thankfully
most social networking sites allow you to keep your social life away from
prying eyes.
So to sum up, remember that today’s burglar is
generally very clued-up, and that social media is as
important a part of their toolkit as a glasscutter,
crowbar or getaway car.

Number 5 was in the lead at Duck Race Night 2014
See page 2 & 3 for more information on this fun event

www.medwaynwa.co.uk
Have you got access to the Internet? Then take a look at our Website.

CRIME PREVENTION ADVICE
This time of year is when most of you will be busy in the garden, so here are a few Spring crime
prevention reminders.
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BURGLARS LIKE TO WORK UNDERCOVER
Keep trees and shrubs trimmed so burglars cannot use them to hide and work behind.
Use gravel on paths and driveways to help deter burglars from approaching your property.
Consider using prickly plants and shrubs, to act as a physical barrier, close to vulnerable areas such as windows, fences,
boundary walls and drain pipes.
Make sure your garden's fence, walls and gates are in a good state of repair and secure. Have they been damaged over the
winter, which could help a thief gain access? If so get them fixed now.
Make it difficult for a thief to enter the vulnerable area at the rear of your home. Fit trellis to the top of walls and to fencing to help
deter burglars.

ARE YOUR OUTBUILDINGS SECURE?
Make sure your shed has good security – use a strong hasp and close shackle padlock. Use coach bolts or non-return screws
to secure door hinges, hasp and staples.
Sheds, in particular, are normally made of fairly flimsy materials so they should not be used to store very expensive items.
Invest in metal grills or mesh for your sheds/garage windows.
Use an alarm - if you have a house alarm you could have it upgraded to include your shed or garage, or use a battery operated
alarm as a deterrent.
Don’t leave tools or ladders lying around in your garden as they could be used to break into your home - lock them away. Chain
lawnmowers, tools, ladders, and other items to a strong anchorage point.
Consider installing outside lighting. Low energy dusk to dawn lighting is recommended.

MAKE YOUR VALUABLES LESS ATTRACTIVE TO STEAL
Mark garden furniture and DIY equipment with your postcode and house number by engraving or painting. For heavier metal
items such as lawn mowers, use a hammer and set of punches. Keep a photographic record of valuable items and record serial
numbers.
Photograph valuable garden plants and ornaments to help identify them in the event of a theft.
Check your household insurance covers theft from your garden or outbuildings.

ENJOY BEING OUT IN THE GARDEN, BUT WHEN YOU ARE - MAKE SURE THE HOUSE IS SECURE
A large proportion of all burglaries are committed by sneak-in thieves, taking advantage of an open or unlocked door or window. This
includes when you go out to hang the washing, or even when you are in a different room in the house.
FINALLY, AFTER A HARD DAY’S WORK IN THE GARDEN, HAVE A GOOD NIGHT’S SLEEP - BUT REMEMBER TO LEAVE
YOUR HOUSE AND CAR KEYS OUT OF SIGHT AND OUT OF REACH
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Make sure your keys are out of view, don’t keep them near the letterbox or open windows, as they can be fished out by a burglar
without having to physically break in.
Put them somewhere safe and out of sight, but where you can access them easily. Make sure all the family know where they are,
in case they are needed in an emergency.
If you have a garage, put the car in it.

SOMETHING SUSPICIOUS IN YOUR AREA? DON’T SHRUG IT OFF, REPORT IT!
DUCK RACING FOR BEGINNERS
..... or Duck Racing for Dummies, ..... or as it would be across the Atlantic, Duck Racing 101. All you need to know about Medway
Neighbourhood Watch Duck Race Night events.
Our indoor waterless Duck Race is the Medway Neighbourhood Watch Association (MNhWA) version of the popular charity fund
raising Video Race Nights featuring tote betting on horse races. Our version - for the less hard core gambler - is basically an oversized
board game featuring 6 painted wooden ducks, fabricated by MNhWA Trustee Tony Farham, vying with each other to reach the end
of the track first. Which of the ducks to move and how many places forward it moves depends on the throw of a dice. Just to add a
twist, if any duck lands on a square guarded by the fox it is eliminated. Bets are 50 pence each and the tote payout is 50% of the
takings with MNhWA taking the other half.
We have held two Duck Race Nights so far, but some Watch Coordinators who have not attended but are interested in the concept
have asked for more information. This is because they are only familiar with the water-based numbered plastic duck events. To meet
this need we will introduce Duck Racing as a ‘demonstration sport’ at our 2015 Conference, if time allows.
Editor’s Comment: Having been told how the above event runs, those who
didn’t attend have said that if only they had known what takes place they would
have come along. It was at their suggestion we put an article in the newsletter to
explain what’s involved, as they felt it was a shame they had missed what
sounded to be a fun evening with a lot of laughter. For any further information
contact the secretary at secretarymnhwa@outlook.com

On Twitter? Follow Kent & Essex Police Helicopter
@NPAS_Boreham

LAUNCH OF NEW WATCHES
A warm welcome is given to the following
roads that have launched a new Watch.
Cliffe Woods - Goodwin Road
Hoo
- Linton Dann Close
Lords Wood - Farley Close

LET THE BYRNES FAMILY MAKE THE MISTAKES THIS SPRING, SO YOU DON’T!
Spring is here and with many weather forecasters predicting seasonally good weather,
families across Kent and Medway will be heading outside to make the most of the warmer
temperatures. This spring Kent Fire and Rescue Service (KFRS) is urging people across the
county to think about their family’s safety; to make the most of the outdoors and to protect
what they love the most. As part of the Spring Family Safety campaign, KFRS will be using
a cartoon family to help get the safety messages across in a thought provoking way.
Head of Community Safety at KFRS, Lee Rose said: “The Byrnes are an average family who live somewhere in the County. Like so
many other families across Kent and Medway, the Byrnes are made up of individuals who go about their daily lives; be it at school,
work or at home. They will be helping KFRS explain some of the pitfalls of modern living. Sometimes they will get themselves into
situations that could be very dangerous. They will be trying to help us all avoid making similar mistakes. Every member of the Byrnes
family – including the pets are much loved and the safety messages they will be helping us deliver all aim to; ‘keep the family safe,
protecting those we love the most’.”
As the weather improves a lot of people will be spending more time outside. Either in the garden, in the countryside or taking family
road trips - the warmer weather brings risks. Kent Fire and Rescue Service and the Byrnes family will be explaining the associated
risks around:

Ÿ
Ÿ
Ÿ
Ÿ
Ÿ

Water safety
DIY safety
BBQ safety

www.kent.fire-uk.org/your-safety/water-safety/
www.kent.fire-uk.org/your-safety/
www.kent.fire-uk.org/your-safety/home-safety/what-are-the-risks/barbecues/

Bonfire safety
Road safety

www.kent.fire-uk.org/your-safety/home-safety/what-are-the-risks/bonfires-and-fireworks/
www.kent.fire-uk.org/your-safety/road-safety/

Ÿ Blocked escape routes www.kent.fire-uk.org/your-safety/home-safety/make-an-escape-plan/
Lee Rose said: “We want people to have fun this spring - but to be safe having the fun. We’re encouraging people to take the time to
think about safety and the risks involved in all activities, find out if they can make a few small changes which will ensure they have
fun in the sun without putting themselves and their family at risk. With that in mind our message is clear – ‘Let the Byrnes make the
mistakes, so you don’t!’”
To be able to see what scrapes the Byrnes will be getting into, you’ll need to follow KFRS on
Facebook and Twitter www.facebook.com/kentfirerescue and www.twitter.com/kentfirerescue
For more information about the Byrnes family, please visit www.kent.fire-uk.org/meetthebyrnes
and for free home safety advice or to see if you’re eligible for a free home safety visit please call
0800 923 7000

GILLINGHAM
AREA
MEETING

The next meeting will be held during July, the date and guest speaker will be confirmed via the Office. Please
make every effort to attend so that the speaker won’t feel it has been a wasted journey. The venue will be as
previously at the Gillingham Methodist Church, Third Avenue, Gillingham - 7pm for 7.30pm start.
Frank Watton

THINKING ABOUT BOOKING A HOLIDAY?
This time of year consumers are think of booking their summer holidays, if you are, officers from Medway Council’s Trading Standards
are warning local residents not to be misled over websites associated with those all important extras of travel insurance and visas.
The E.H.I.C. – The European Health Insurance Card will provide you and your family with reduced medical treatment throughout
Europe, it is available free through the N.H.S. Consumers can get further free information from www.ehic.org.uk
Some commercial websites charge for these documents and have paid to be advertised at the top of the results of internet search
engines. These commercial websites will charge you an administrative fee to double check your applications, of up to £20 per person.
Similarly, prospective holiday-makers travelling outside Europe
may find similarly confusing information on purchasing their visas.
If you are travelling to the United States of America it is now vital to
obtain an E.S.T.A. (Electronic System for Travel Authorization)
which typically cost $14 from the U.S. Department of Homeland
Security. Some commercial sites on the internet have been found
offering the E.S.T.A. for a fee of $39 per person. Consumers are
advised to approach https://esta.cbp.dhs.gov/esta/ for further information on visas to the U.S.A.
“It is important for consumers to always question the information
supplied by internet search engines and not always assume that
just because a site appears at the top of the results page it is
automatically an official website.
We would strongly urge residents to do their homework and to
check the terms and conditions in the small print on these websites.
If anyone is unsure we would advise them to
visit the N.H.S. website, the U.S. Government
site responsible for issuing the E.S.T.A. or The
Citizens Advice Consumer Service by calling
03454 040506.”

DUCK RACE NIGHT
Friday 29th May, 2015 at 7.30 pm
(Doors open 7.00 pm)

Venue:
United Services Club,
171 High Street, Rainham, ME8 8AY
Tickets £5.00 each (or £8 for two *)
Bring your own nibbles
(Sorry, only drinks bought at the bar can be
consumed on the premises)

Licensed Bar 7.00 pm to 11.00 pm
To book your tickets and for further details
please email secretarymnhwa@outlook.com
or telephone 01634 792131
Tickets will be available on the night, at the door,
whilst stocks last. (* when purchased at the same time)

County Security Installations Ltd.
Ÿ
Ÿ
Ÿ
Ÿ
Ÿ

Intruder/Burglar Alarms - Alarm can call mobile or landlines
CCTV - Day/Night Vision & Remote View on laptop/smart phone
Security Lighting / External Perimeter Protection
Access Control Systems / Video Intercom Systems
GPS Tracking Systems - Vehicle / Personal / Pet

With over 20 years in the Electronic Security Industry, we know best how to protect your property, your
loved-ones & your possessions. Good physical security is a start, but intelligent electronic security takes you
to another level of protection. Too often we see people who wait until after the event. It is not always what
is taken but what is left behind. Why wait? Please contact us for a free no obligation quotation.

Email: peter@countysec.com

Mobile: 07952 317297

Office: 01634 362516

Northumberland Avenue, Rainham, Gillingham, Kent. Company Registration Number: 7587128

THINKING ABOUT BUYING MEDICINES ON THE INTERNET?
This may seem like a slightly unusual topic to read in ‘Watchword’, but it does concern keeping you and your family safe and sound.
It seems you can buy almost anything online these days, and that includes medicines: anything from slimming pills to remedies for
incontinence, impotence, period pain and the common or garden headache. You have to be careful when buying anything online, but
with medicines, the potential danger is not just being scammed (although this can happen) … they can damage your and your family’s
health or without wishing to alarm you, even prove fatal.
Many websites selling medicines are based abroad and therefore not regulated by UK authorities (even though some falsely claim
to be based in this country). This means they cannot be guaranteed to meet set standards of quality, safety and effectiveness. They
may contain ingredients that do nothing to treat the condition they describe. They may contain ingredients that cause other medicines
you are already taking, not to work. They may have passed their sell-by date, reducing their effectiveness. They may be produced in
unlicensed, unhygienic conditions. Worse still, they may contain harmful ingredients that actually make you very ill … or worse.
Of course, there are many genuine websites selling genuine medicines, and these are UK-based and registered by the General
Pharmaceutical Council.
To get the full story and keep you and your family safe, we recommend you visit www.getsafeonline.org, select ‘Protecting Yourself’
then ‘Buying Medicines Online’.

Police emergency only - 999

Police required (but not an emergency) - 101

JOHN’S COLUMN ...hold the back page!
PLEASE TELL THEM WHO YOU ARE
When you telephone the Police on either 101 or 999, if appropriate, tell them you are from Neighbourhood Watch.
We have a facility that shows me all the calls that are made by members of Neighbourhood Watch to report issues and
crimes that have affected you in your communities which give me a brief snapshot of your area’s problems.
At the moment this facility is not functioning. However we are working from our side to remedy the issue, but in the
meantime if you all mention Neighbourhood Watch when you call it will help. This is because even though I am unable
to access this facility at my end, others can at Headquarters. They are able to see the calls coming in and this may allow
the facility to be reintroduced.
Thanks to all of you for your continued help in the community. I look forward to seeing as many of you as possible at the
Conference.

John Haddaway, Watch Liaison Officer

DIARY DATE - AGM 2015
Tuesday 8th September at 7pm
Venue:
Main Hall, Rainham School for Girls, Derwent Way,
Rainham. ME8 0BX
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